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When Information
Management Becomes
Risky Business

WILLIAM MILLICAN

Information management has become an 1increasingly serious area of
risk for organizations of all types and sizes. It is key to business
continuity, regulatory compliance, and stakeholder trust. If it’s not
on your risk management radar screen, it should be.

There have been many cases iIn the last few years that i1llustrate the
impact records and information management can have on an organization.
For instance, Arthur Andersen’s document destruction policy came into
question — and court — and contributed to the company’s fall from
grace.* Morgan Stanley’s inability to produce e-mail in a high-profile
court case resulted in an adverse inference instruction and, ulti-
mately, penalties of $1.45 billion.2 Phillip Morris” failure to save e-
mails per its own information-management policies cost it $2.75 mil-
lion.® These are just a few examples worthy of note.

Of course, we must not forget Enron’s impact on corporate governance
and compliance. As a result of Enron’s very public downfall, the in-
vestigations of Arthur Andersen, and the questions of public account-
ability, the U.S. government passed sweeping reform that affects com-
panies in the United States and abroad.

Before discussing some of the information management reforms and
their iImpact on corporate information risk, we should define compli-
ance. Compliance is often thrown around as a catch-all for “playing by
the rules.” A company is faced with the task of compliance in many
ways. It must comply with all governmental regulations and legal re-
quirements. Beyond external regulations, companies must comply with
their own policies with respect to information management. They must
also, for example, adhere to the mandates set forth in their own pol-
icy manuals regarding the information they keep or destroy. These in-
ternal policies should be created with this in mind.

It”’s also important to have a working definition of a record prior to
examining the risks of managing information. A record is defined as
“recorded information, regardless of medium or characteristics, made
or received by an organization iIn pursuance of legal obligations or in
the transaction of business.”

Risks Linked to Management of Records

Millican3: Page 1 of 11 January 5, 2007



One such reform, the Sarbanes-Oxley Act (SO0X), has put compliance
center stage and helped focus attention on the importance of effective
records and information management. SOX stipulates specific retention
periods for certain records. This encompasses all types of records —
including electronic records such as e-mail, instant messages, and
voice mail. In short, companies that don’t take seriously the need to
retain and to be able to produce documents as required by law could
find themselves facing heavy fines and their executive officers facing
incarceration.

But compliance is not the only area of risk linked to the management
of records and information. Privacy and data security are also poten-
tial vulnerabilities for organizations these days. Over the past few
months, there have been numerous reports in the news about lost re-
cords and stolen or lost computers containing sensitive information.s
These 1incidents have put several thousands of consumers at risk of
identity theft and other misuses of personally identifiable informa-
tion.

To protect their information, particularly sensitive records involv-
ing their customers, is an inherent responsibility of all organiza-
tions. This has become a serious enough concern that several bills
have been introduced in the U.S. Congress specifically addressing this
issue of data protection.

For Example, H.R. 4127, Data Accountability and Trust Act (DATA),
seeks to protect consumers by requiring reasonable security policies
and procedures to protect computerized data containing personal infor-
mation and to provide for nationwide notice in the event of a security
breach. The Data Security Act of 2006 (S. 3568) is listed as a bill to
protect information relating to consumers and to require notice of se-
curity breaches, while S. 115, the Notification of Risk to Personal
Data Act, is a bill to require federal agencies and persons engaged in
interstate commerce that are in possession of electronic data contain-
ing personal information to disclose any unauthorized acquisition of
such information.®

Given the proliferation of electronic information, especially the
phenomenal growth of e-mail, compliance and data protection are issues
that will not go away soon.

Information Risks Must Be Handled

The message is clear: The information a company is called upon to
manage on a daily basis can put any organization at risk. It’s impera-
tive that an organization’s risk management effort take this type of
risk into account.

Unfortunately, many organizations lack effective policies and proce-
dures for systematic control of recorded information. They may, there-
fore,

e store some records too long, not long enough, or not at all;
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e prematurely destroy or retire certain vital records;
e lose information needed for proper SEC reporting; and

e fail to properly safeguard and protect information and records from
hackers or unauthorized insiders.

All of these actions increase the risk of incurring penalties for
noncompliance with recordkeeping regulations, suffering a tarnished
reputation, and Tfacing possible legal liability. On the other hand,
solid records and information management (RIM) controls demonstrate
vigilance and help satisfy compliance efforts pertaining to corporate
governance regulations such as Sarbanes-Oxley. Proactive records-
management processes also help reduce litigation defense costs with
regard to expensive electronic discovery in litigation proceedings.
They also demonstrate a prudent level of due care essential to miti-
gating corporate risk resulting from events that can lead to liability
exposure.

It’s up to the risk management team to identify the perils facing its
organization and to implement measures to reduce or eliminate the po-
tential losses. This means taking a proactive, Tforward-thinking ap-
proach that takes these iInformation-management-related practices into
account and creates a business model with improved data- and records-
management processes.

What to Look For in a Records and Information Management Program

There are several elements of a records and information management
program that the risk management team must consider iIn determining
whether the organization is being adequately protected. A good place
to start is with the organization’s records and information management
policy.

A RIM policy should address the issues of creation or receipt, use,
modification, and disposition — 1.e., the information life cycle — of
records and information.

Creation and Receipt of Records

Organizations are learning that if there is better information clas-
sification and governance beginning when records and information are
created, it is easier to manage the overall life cycle. This, in turn,
reduces the risk to the organization.

A classification system is the starting point for information govern-
ance. In essence, it gives desktop users — who create and manage in-
formation on a daily basis — the tools to classify the information
they’re managing right at the source. Users would be forced, for exam-
ple, to answer questions about the documents they are creating in or-
der to help classify these documents within the organization’s overall
content management system. The answers to these questions, in addition
to information that is created by the application, are hidden and ap-
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pended to the documents permanently to help the organization manage
the documents throughout their life cycle. Metadata i1s the term we
give that “hidden” information about a record: who created i1t and
when, versions, keywords, etc.

Metadata facilitates the classification of records and makes it eas-
ier for authorized people to retrieve needed information, which also
lowers risk for organizations. Organizations that cannot produce and
securely provide the right information at the right time to the right
people can find themselves at great risk during electronic discovery —
as the Morgan Stanley case mentioned above dramatically illustrates.
Also at risk are organizations that spend a significant amount on re-
search and development if they cannot make results accessible to prod-
uct teams across the planet, around the clock. Inaccessible informa-
tion leads to duplicated research efforts or delayed product time to
market — and the risk of increased costs.

Metadata is also important to the correct classification of informa-
tion that an organization receives — for example, invoices from sup-
pliers or vendors. Just like information created by an organization,
information it receives must also be correctly classified so it can be
readily accessed and provided to the right people at the right time,
and its management must also be governed by the organization’s reten-
tion policies, regardless of the medium on which that information ex-
ists.

Use, Modification, and Movement of Information

The policy, having successfully addressed the issues of creation and
receipt, should focus next on how the use, modification, and movement
of records and information shall be governed and managed.

Managing this portion of the life cycle is best handled by automated
systems that work in an orchestrated fashion. These systems are listed
and defined below and typically include:

e records management — ailds In the management of records (paper and
electronic), including the use of a file plan for classifying records
and retention scheduling for identifying records due for disposition;

< document management — automates the preparation, organization, track-
ing, and distribution of electronic documents;

< storage management for both electronic and non-lectronic information
— creates and maintains a centralized backup and recovery software
system;

e facilities management — maintains a database of information about an
organization’s maintenance operations; and

< information systems management — creates and maintains an organized

set of procedures and techniques designhed to store, retrieve, manipu-
late, analyze, and display information.’

Millican3: Page 4 of 11 January 5, 2007



There may be additional system functionality needed for your organi-
zation, depending on characteristics such as size, type of industry,
and the number of countries in which the organization conducts busi-
ness.

Mapping the Flow of Information

Mapping the flow of information can be extremely helpful in mitigat-
ing risk. Knowing who has the authorization to do what with each item
of information can and will greatly reduce the relevant risks. This
assumes, of course, that appropriate security measures have been put
into place to ensure that clearance for sensitive information is lim-
ited to those with appropriate access rights. Systematic audits of
these security measures are needed to help guarantee conformity. Lack
of attention to these elements can have catastrophic results, includ-
ing organizational failure.

Retention and Disposition of Information

The final step is the disposition phase. The proper retention and
disposition of information has never been more important — or more
difficult. OfF course, it’s not enough to simply have a policy regard-
ing the retention and disposition of information. The policy must be
followed — consistently. And it must be in line with best practices
and relevant regulations.

Retention requirements should be determined when the information is
created or received by the organization. This is one of the most im-
portant elements of the record’s profile. Discussed earlier was the
meaning of the term “compliance” and the effect it has on how a com-
pany’s policy for records retention should be determined. However,
transitioning from the use phase to the retention phase is not as sim-
ple as it may sound.

In years past, when the preponderance of records were kept in paper
form, organizations simply gathered together the documents that were
no longer needed on a daily basis, placed them into a box, and moved
them into a warehouse or storage facility. Unfortunately, far too many
organizations continue this antiquated practice — focusing only on the
paper component of the company’s records and, by doing so, exposing
themselves to unnecessary risks. The risks of retaining or destroying
these records (irrespective of the records” format or media) have al-
ways been present, in the form of regulatory sanctions or court-
imposed fines. Too often, though, organizations ignore the media-
independent nature of records and retain electronic records differ-
ently. This iIntroduces unnecessary risk with respect to legal chal-
lenges in electronic discovery and increased organizational costs in
electronic or physical storage.

Electronic Discovery

An organization that disposes of information improperly may also be
in danger of a lawsuit or regulatory sanctions. An organization that
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holds onto information longer than necessary may be exposed to unnec-
essary costs associated with having to comply with electronic discov-
ery demands that will require that they sift through a much greater
volume of information than necessary.

To avoid these pitfalls, an organization should take certain steps.

e Ensure that during the creation phase, a profile is created that in-
cludes the determination of a retention period.

< Require regular reporting using a combination of electronic records,
document, and e-mail management systems to provide sufficient notice
of the information that has become inactive and is no longer essen-
tial to the everyday function of the organization.

< Document the retention process well to foster internal compliance, to
ensure the organization’s compliance with legal requirements and gov-
ernment regulations, and to safeguard the wellbeing of the organiza-
tion. Make no mistake: The organization’s reputation can be at risk
as it publicly defends itself — iIn a court of law or through the
court of public opinion — against challenges of its records manage-
ment policies.

= As iInformation reaches the end of its retention period, destroy it in
a way that protects the organizations and customers from the risk of
theft or data being called into question in court.

Enterprisewide Training

A solid, up-to-date RIM policy is just one piece of the puzzle, of
course. The piece most often missing iIs enterprisewide training. In-
formation is created and received at the desktop, so that’s where the
management process must begin.

“Organizations work through individuals,” states the Hon. Ronald J.
Hedges, U.S. Magistrate Judge for the U.S. District Court for the Dis-
trict of New Jersey. “So, up and down the reporting chain of an or-
ganization — whether that organization is a public or private one -
the individual employee has a central responsibility for the manage-
ment of the information, the retention of the information, or the pro-
duction of the information.’®

The message that managing records and iInformation is a priority
strategy for the organization and is everyone’s responsibility must
come from the top — beginning at the board level. The executive level
must reinforce the message by providing adequate resources to execute
the strategy and demonstrate its importance by management’s work pat-
terns and use of the systems.

Implementation of an enterprisewide training program must start by
helping staff to understand just how Important records and information
management is to the organization and the role all employees play as
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they strategically and efficiently manage the information of the or-
ganization. This should be regarded as basic staff training.®

Planning for Business Continuity

Being prepared for disasters is an important element of risk manage-
ment. Disasters can be big or small, acts of God or manmade. Regard-
less, getting operations back up and running as soon as possible is
imperative to the continued existence of an organization. Computer-
Weekly.com recently reported that, according to a study by the Univer-
sity of Texas, 94 percent of companies suffering a catastrophic data
loss will not survive.®

It’s only logical, then, that most organizations would have a busi-
ness continuity plan in place. Right? Wrong! The 2006 Business Conti-
nuity Market Survey conducted by OpenSky Research found that nearly 50
percent of businesses do not have a business continuity plan. Further-
more, almost 13 percent reportedly have no plans to implement one.“

A business continuity plan is a fundamental part of any RIM program.
It outlines the necessary steps to protect companies from any un-
planned interruption that prevents normal access to business-critical
records and information technology (IT) applications. It should repre-
sent an organization’s systematic strategy to protect business-
critical information and to respond to any type of disaster that may
have an impact on its facilities. Without such a plan, the business”
critical records are left in a void, inaccessible to the business as
it tries to return to normal business operations. This critical infor-
mation could include receivables, payroll information, sensitive cus-
tomer information, or other vital records that are crucial to the sur-
vival of the business.

Regardless of whether an organization has a formal RIM program, it
must have a business continuity plan. At the very least, it needs to
identify the records and information that are critical to getting the
business operational following an emergency. Responsibility for main-
taining and protecting those records should be clearly assigned, pref-
erably to a professional trained in the management of records and in-
formation.

The business continuity plan should be well thought out and consider
both likely and unlikely threats to business continuity. Backing up
records and information from an IT perspective is a routine order of
business. A copy of those backups, however, must be then stored off-
site iIn the event of a localized disaster that shuts down access to
the entire facility. The secure off-site facility should be protected
from likely disasters that could occur in both locations simultane-
ously. Storage alone is just one element of the plan. A quality busi-
ness continuity plan also includes tactics for contacting all employ-
ees for a return to operations, an alternate work location, and access
to business equipment that will allow operations to restart.

Assessing the Risk
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Analysis and assessment of risks to information are critical to pro-
ducing a cost-effective business continuity plan. Risk assessment
identifies the probability that records and information, and other
valuable assets, will be damaged or lost. Risk analysis examines ex-
isting risk to records and information and possible loss exposures re-
sulting from hazards, changing conditions, and system failures.

How do you determine if your enterprise’s records and information
management program — which comprises policies, procedures, and tech-
nology — presents a potential liability? Unfortunately, if you ask, IT
may say one thing, records management another, and the legal staff yet
another. That’s because each answers from a different perspective, and
each perspective is critical to determining the enterprise’s status.
No one department holds all the answers you need to determine the
level of risk.

Risk management, legal, 1T, and RIM must all work together to ensure
the organization is well-protected. A good starting place is a self-
assessment. Whether you build your own or use online self-assessments,®
the assessment tool should require input from the key players — spe-
cifically, IT, RIM, and legal — to ensure an accurate analysis. Just
as importantly, the tool should be based on current standards, best
practices, and case law.

ISO Standard 15489

There are a variety of applicable national and international stan-
dards that address various elements of managing records and informa-
tion. The fundamental standard is 1SO 15489, the international records
management standard. This two-part standard provides guidance on man-
aging records to ensure they are created, captured, and managed appro-
priately — regardless of format and media. It specifies the elements
of records management and defines the necessary results or outcomes to
be achieved. It also provides guidance on supporting a quality process
framework to comply with 1SO 9001 and 1SO 14001.

Part 2 of the standard is a supplementary technical report to the
general standard. It provides further explanation and a methodology
for implementation of the standard. This part specifically addresses

policies and responsibilities;
strategies, design, and implementation;
processes and controls;

monitoring and auditing; and

training.

Other American National Standards

In addition to 1SO 15489, there are several American national stan-
dards that address various elements of records and information manage-
ment. These include:

e Requirements for Managing Electronic Messages as Records (ANSI/ARMA
9-2004), which defines the necessary elements of a corporate policy
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for managing information content in any type of text-based electronic
message;

< Retention Management for Records and Information (ANSI/ARMA 8-2005),
which provides guidance for establishing and operating a retention
and disposition program; and

< Vital Records Programs: Ildentifying, Managing, and Recovering Busi-
ness-Critical Records (ANSI/ZARMA 5-2003), which sets the requirements
for establishing a vital records program.

Online Assessment Tools

Online self-assessment tools are based on these standards as well as
recent case law and current best practices. Some tools focus specifi-
cally on records management. They ask questions about:

e policies and procedures;

program structure;
e classification plan effectiveness;
e records security and protection;

e active program effectiveness (i.e., the handling of an iInvoice before
it is paid — these are records that are subject to frequent use and
usually located near the user);

e inactive program effectiveness (i.e., the treatment of an iInvoice af-
ter it is paid and before it is destroyed or archived); and

e monitoring and training.

Interestingly, some major Insurance companies are using questions
based on such tools as part of their risk assessment process.

Another Kkind of tool goes a step further and provides a diagnostic
analysis of the organization’s e-discovery readiness. Such a tool
looks at a variety of areas including:

e policies and responsibilities;

e strategies, design, and implementation;
= records process and controls;

e monitoring and auditing;

e training;

e litigation holds;

= evidence collection and preservation;

e electronic data production planning; and
e processes for producing electronic data.
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Litigation holds — which call for the immediate suspension of the de-
struction of records that otherwise could be destroyed according to
the organization’®s retention policy — deserve additional discussion.
As litigation and electronic discovery become the normal course of
business for organizations, a litigation holds policy is needed to
safeguard potential evidence. The policy acts as a directive to em-
ployees, providing directions for the safe handling and preservation
of information that may be called into court during a trial. A litiga-
tion hold may call for the preservation of, for example, all Ffiles re-
lated to a given topic or simply the entire contents of one employee’s
computer and paper files.

Finally, cyber-security self-assessment tools evaluate the organiza-
tion’s computer network resources and information assets.

Once you’ve identified the areas where there is highest vulnerabil-
ity, steps can be taken to address the problems. Again, all relevant
parties — legal, IT, and records management — should be part of the
strategizing and implementing for solutions to be successful.

Avoiding Pitfalls

There are no shortcuts when it comes to minimizing information man-
agement risks. Despite what some vendors state iIn their advertise-
ments, simply implementing a software package isn’t going to do the
job for you. For example, there is no such thing “Sarbanes-0xley-
compliant” software. There are applications that can facilitate com-
pliance, but for them to be effective, the prerequisite policies and
procedures must be in place. Further, the policies and procedures
should drive the software design.

Given the complex nature of information management risk, corporations
find need for collaboration among those who are setting the policies
and procedures and those who are implementing the systems. Policies
independent from procedures can lead to ineffective systems, wasted
resources, and higher risk.

Similarly, policies, procedures, and systems aren’t effective if the
entire enterprise is not aware of them and implementing them daily.
The importance of enterprisewide training cannot be stressed enough.
Just as with a business continuity plan, the program is worthless if
no one knows what it is or if it’s out of date.
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